MsSQL Library for SoMachine V4.1

USER GUIDE

V1.4.0.5

Schpeider

MsSQL Library for
SoMachl'rlE va

Author:
ToMAS KRAJCAR
NAM. Miru 1205/9

767 01 KROMERIZ
CZzECH REPUBLIC

|WWww . PLC2SQL .COM
MAIL: TOMAS.KRAJCARQPLC2SQL.COM

Last revision: March 2020

Copyright (©) by Tomas Krajcar 2020
All rights reserved


www.plc2sql.com
tomas.krajcar@plc2sql.com

Contents

1 Product description

1.1 Range of function . . . . . . . . . . L e e
1.2 Tested PLCs . . . . . . . e e
1.3 Supported datatypes . . . . . . . L e e
1.4 Function blocks . . . . . . . . e e e e e e e e e e
1.4.1 bMsSQL . . . . . e e
1.4.2 fbMsSQL_compact . . . . . . . . . e e e
1.4.3 1hPing . . . . . . e e
1.4.4 {bFIFOQuery . . . . . . . . . e e e

1.5 Transition diagram
1.6 Functions . .. ..
1.6.1 fcGetBOOL
1.6.2 fcGetDINT

1.6.3 fcGetSTRING . . . . . . e
1.6.4 fcGetREAL . . . . . . . . e
1.6.5 fcGetDATETIME . . . . . . . . . e e e e
1.6.6 fcGetIpAddr . . . . . . . . e
1.6.7 fcSQLInsertDateTimeFormat . . . . . . . . . .. .. ... ... ... ........
1.7 Parameters . . . . . . .. L
1.8 EITors . . . . . . e e
1.9 Licensing . . . . . . . . . e e
2 Installation
2.1 Installation library into Schneider SoMachine V4.1 . . . . . . . .. ... ... ... ....
2.2 Imstallation of Microsoft SQL Server . . . . . . . . . . ... . Lo
2.2.1 Enable SQL authentication . . . . . .. ... ... .. Lo
2.2.2 Create database . . . . . . . . e
2.2.3 Create new USET . . . . . . . . L Lo e e e e e e
2.2.4 Createnew table . . . . . . . . .. e
2.2.5 Test connection to the database with new user . . . . . . ... ... ... .....
2.2.6 Setup firewall permission for SQL Server . . . . . . .. ... L oo
2.2.7 SQL Server configuration . . . . . . .. ... L o
3 Example application
3.1 prgCompactExample . . . . . . . .. oL
3.2 prgExample . . . .. L e e e
3.3 Example Select query . . . . . . .. e
3.4 Example Insert query . . . . . . .. L

3.5 Example commands
3.5.1 tblTestPLC

4 ChangeLog

for SQL Server . . . . . . .

12
12
13
13
15
15
17
18
21
24

28
28
29
31
31
32
32

33



Chapter 1

Product description

This library allows you to connect your Schneider SoMachine V4.1 application to Microsoft SQL database.
With this library you are able to store and read process data. Read recipes from ERP, save breakdown
report and etc. No more OPC servers and other middleware.

Basic requirement for this library is Schneider SoMachine V4.1 or V4.2 and Microsoft SQL Server (2005-
2014)

Microsoft SQL Server 2014 Express is there: https://www.microsoft.com/en-us/download/details.
aspx?1d=42299

1.1 Range of function

This library allows to the user connect to Microsoft SQL Server from 2005 to 2014. This library use for
communication with server TDS protocol.
Supported commands:

e SELECT
e INSERT

e UPDATE
e DELETE

e Execute stored procedures

1.2 Tested PLCs

o M241
o M251
o M258
e Magelis SCU


https://www.microsoft.com/en-us/download/details.aspx?id=42299
https://www.microsoft.com/en-us/download/details.aspx?id=42299

1.3 Supported datatypes

Other datatypes, which are not in the table below, will cause xExecuteSQLError Unsupported

Datatype | SQL datatype | PLC datatype | ID of datatype
boolean bit BOOL 16432 or 16#68
string nvarchar(n) STRING(255) 16#E7
int int DINT 16426 or 16438
biglnt bigint DINT 16#7F
float float REAL 16#6D
real real REAL 16#3E
datetime datetime DATETIME(DT) | 16#3D or 16#6F




1.4 Function blocks

1.4.1 fbMsSQL

FB for complete connecting and executing commands with Microsoft SQL from 2005 to 2017.
Author: krajcart

V1.4.0.5
Table 1.1: {bMsSQL
Scope | Name Type Inital | Comment
sHost STRING hostname or ip address of msssql server
uiPort Uint 1433 port of MsSQL server
tTimeout Time T+#1s | timeout
sHostName STRING hostname for database
Input sUserName STRING username
sPassword STRING password
sDatabase STRING database name
sActivationNumber String activation number received after pur-
chase
xConnectSucessfully Bool gn(gfatmn of sucessfull conection to
xLoginFailed Bool login to SQL failed
xExecuteSQLError Bool execution of SQL command failed
<CommandExecutedOK | Bool ?E:Ielcutlon of SQL command was sucess-
Output wRowDoneCnt Word no. of rows done
dwError DWord error identifier
sStatus String status message
xLicenseValid Bool info about license
xDone Bool signal that operation was finished OK
xBusy Bool signal that operation is busy
xError Bool signal that operation ended with Error
<Aborted Bool signal that operation ended with
Aborted
sMacAddress STRING Mac Address
<Activated Bool lI.lfO that library is activated by Activa-
tion Number
astQuery astQuery structure for stQuery
xConnectSQL Bool trigger for login,to SQL
xDisconnectSQL Bool trigger for logout from SQL
nOut trigger to execute SQL command exe-
xExecuteSQL Bool &8 x x
cuting
stSqlResponse stSqlResponse structure for SQL Response
sStatus STRING(255) response of SQL server
sErrorMessage STRING(255) error message from SQL server




1.4.2 fbMsSQL_compact

FB for complete connecting and executing commands with Microsoft SQL from 2005 to 2017.
Author: krajcart

V1.4.0.5
Table 1.2: fbMsSQL_compact
Scope | Name Type Inital | Comment
sHost STRING hostname or ip address of msssql server
uiPort Uint 1433 port of MsSQL server
tTimeout Time T#1s | timeout
sHostName STRING hostname for database
Input sUserName STRING username
sPassword STRING password
sDatabase STRING database name
queryString STRING string with SQL query
sActivationNumber STRING activation number received after pur-
chase
xConnectSucessfully Bool 1Sn(31£cat10n of sucessfull conection to
xLoginFailed Bool login to SQL failed
xExecuteSQLError Bool execution of SQL command failed
<CommandExecutedOK | Bool E}J{ﬁcutlon of SQL command was sucess-
Output wRowDoneCnt Word no. of rows done
dwError DWord error identifier
sStatus String status message
xLicenseValid Bool info about license
xDone Bool signal that operation was finished OK
xBusy Bool signal that operation is busy
xKError Bool signal that operation ended with Error
<Aborted Bool signal that operation ended with
Aborted
bFIFOread Adr Byte address of pointer in FIFO reader
bFIFOwriteAdr Byte address of pointer in FIFO write
xFIFOEmpty Bool info that FIFO buffer is empty
sMacAddress STRING Mac Address
<Activated Bool 11.1fo that library is activated by Activa-
tion Number
xWriteData Bool trigger to write data to FIFO Buffer
mOut stSqlResponse stSqlResponse structure for SQL Response
sStatus STRING(255) response of SQL server
sErrorMessage STRING(255) error message from SQL server




1.4.3 fbPing

FB for testing ping function to the other side.
Author: krajcart

V1.2.0.0

Table 1.3: fbPing

Scope Name Type Comment
Input | sIpAddress | STRING
Output xResult BOOL

Inout xTryPing BOOL | var for try ping to host

1.4.4 fbFIFOQuery
FB for storing queries into FIFO array. Author: krajcart

V1.2.0.0
Table 1.4: tbFIFOQuery
Scope | Name Type Inital | Comment
Input sInput STRING(255) input data
sOutput STRING(255) output data
Output xFIFOEmpty BOOL login to SQL failed .
bEIFOreadAdr | BYTE FIFO address from which are data
stored to Database
bFTFOwriteAdr | BYTE g;f‘ao address to which is written actual
InOut xRead BOOL command to read
xWrite BOOL command to write




1.5
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wrong login

OK

execute with fail

execute ok

disconnected

xExecuteSQL

xLoginFailed

xExecuteSQLError

xCommandExecutedOK




1.6 Functions

1.6.1 fcGetBOOL

FC for converting raw SQL data to datatype BOOL.
Allowed data types: 16#32(TDS_DATA _BIT1) or 16#68(TDS_DATA _BITN)

Author: krajcart
V1.4.0.5

Table 1.5: fcGetBOOL

Scope | Name Type Inital | Comment
Return | fcGetBool eConvertErrors
Inout iCol Int index of selected column
P iRow Int index of selected row
stSqlResponse | stSqlResponse response structure
InOut
xValue Bool return value

1.6.2 fcGetDINT

FC for converting raw SQL data to datatype DINT.

Allowed data types: 16#26(TDS_DATA_INTN) or 16#38(TDS_-DATA_INT4)
or 1647F(TDS_DATA INTS) or 164#34(TDS_DATA_INT?2)

Author: krajcart

V1.4.0.5

Table 1.6: fcGetDINT

Scope | Name Type Inital | Comment
Return | fcGetDINT eConvertErrors
Inout iCol Int index of selected column
P iRow Int index of selected row
stSqlResponse | stSqlResponse response structure
InOut - -
diValue Dint return value

1.6.3 fcGetSTRING

FC for converting raw SQL data to datatype STRING.
Allowed data types: 16#E7(TDS_DATA_NVARCHAR) or 16#A7(TDS_.DATA_BIGVARCHAR)

Author: krajcart
V1.4.0.5

Table 1.7: fcGetSTRING

Scope | Name Type Inital | Comment

Return | fcGetSTRING | eConvertErrors

Tnput iCol Int index of selected column
iRow Int index of selected row
stSqlResponse | stSqlResponse response structure

InOut | uilen Uint length of string variable
sString String return value




1.6.4 fcGetREAL

FC for converting raw SQL data to datatype REAL(4 bytes) and LREAL(8 bytes) only S7-1500.
Allowed data types: 16#6D(TDS_DATA FLOATN) or 16#3E(TDS_DATA FLOATS)

or 16#3B(TDS_DATA_FLOAT4)

Author: krajcart

V1.4.0.5

Table 1.8: fcGetREAL

Scope | Name Type Inital | Comment

Return | fcGetREAL eConvertErrors

Input iCol Int index of selected column
iRow Int index of selected row

InOut stSqlResponse | stSqlResponse response structure
rValue Real return Value

1.6.5 fcGetDATETIME

FC for converting raw SQL data to datatype DTL
Allowed data types: 16#3D(DATETIMES) or 16#6F(DATETIMEN)

Author: krajcart
V1.4.0.5

Table 1.9: fcGetDATETIME

Scope | Name Type Inital | Comment

Return | fcGetDATETIME | eConvertErrors

Input iCol Int index of selected column
iRow Int index of selected row

InOut stSqlResponse stSqlResponse response structure
dtlDateTime DTL return Value

1.6.6 fcGetIpAddr

FC for conversion hostname to IP address
Author: krajcart
V1.4.0.5

Table 1.10: fcGetIpAddr

Scope | Name Type Inital | Comment
Return | fcGetlpAddr | STRING
Input sHost STRING

1.6.7 fcSQLInsertDateTimeFormat

FC for DT datatype conversion to SQL string datetime format
Author: krajcart
V1.4.0.5



Table 1.11: fcGetIpAddr

Scope | Name Type Inital | Comment
Return | fcSQLInsertDateTimeFormat | STRING
Input dtValue DT

1.7 Parameters

Here is a list of global parameters for setup length of arrays according data output PLC. Changeable by
double click on value in Library Manager.

Table 1.12: GlobalParameters

Scope Name Type | Inital | Comment
gc_iNoOfColumns INT 10 number of columns in result
gc-iNoOfRows INT 10 number of rows in result
length of byte array for re-
Constant gc_iLengthOfDataArray | INT 50 sult =(length of datatypes in

bytes)*gc_iNoOfCollumns
gc_iLengthOfByteArrays | INT 2000 internal value for bytes arrays
gc_iLengthOfQuery INT 5 length of string array for query
gc_bLengthFIFO INT 10 length of FIFO array
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1.8 Errors

List of errors stored in value dwError as output from fbMsSql.

Table 1.13: Error table

Code Error message Advice

164400000 | No error.

16#400001 | Timeout destination server is unreachable. Ren.lote server unreachable, try
fbPing and firewall.

164400002 | Login failed. Wrong logl.n or security settings
on server side.

164400003 | Command failed. Executed command failed.

164400004 | SQL error ocurred. Read the description of error.
Use supported datatype accord-

164400005 | Query has unsupported data type. ing 1.2 Supported datatypes.

16#400006 | Error data row affected. MS SQL error.

16#400007 | Wrong flag on received row affected. MS SQL error.

164400008 | Wrong row done. MS SQL error.

164400009 | No command to execute. Write some SQL command.

164400010 | More columns than are defined in gc_iNoOfColumns. Increa.se geANoOfColumns - con-
stant in global parameters.

16#400011 | More rows than are defined in gc_iNoOfRows. .Increase gciNoOfRows constant
in global parameters

16#400012 | More raw data than are defined in gc_iLengthOfDataArray. Increase gCJLengthOfDataArray
constant in global parameters.

164400013 | gc-iLengthOfByteArrays is longer than PLC can handle Decrease

8¢~ & Y Y & ' gc_iLengthOfByteArrays.

164400014 | License is not valid! Demo expired. Buy the license.

16#400015 | Network socket error. Connect again.

16#400016 | sUserName is not filled. Fill sUserName.

164400017 | sHost is not filled. Fill sHost.

164400018 | sHost wasn’t recognised. DNS-request failed. Change sHost or check DNS set-

tings on your PLC.

1.9 Licensing

MsSQL library for SoMachine V4.1 is licensed per runtime license.

Each license is binded to Se-

rial number of PLC. Price for one runtime license is 199€ without VAT. Without valid license li-
brary works only 2 hours after startup. Link for purchase: https://www.plc2sql.com/products/
mssql-library-for-somachine-v4-1/#license

11
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Chapter 2

Installation

2.1 Installation library into Schneider SoMachine V4.1

Run standalone LogicBuilder V4.1. Choose from the main menu Tools -> Library Repository -> Install
and choose MsSqlLibrarySoMachine.compiled-library from the folder.

For this library is available:
e Example Schneider M251
e Example Schneider M241 https://youtu.be/7CPz7x50J48

e Example Magelis SCU HMI(HMISCUxB5) https://youtu.be/Si-rEXRKkGO

(i Library Repository X

Location: User ~ Edit Locations...
(C:\ProgramData\SoMachine Software V4. 1\Jser Managed Libraries)

Installed libraries: Install...

Company: | Tomas Kr ¥
Pany: omas Krajcar Uninstall

= &% (Miscellaneous)
=+ Microsoft SQL Library for SoMachine ~ 7omas Arapar
[-a 1102

Find...

Details...

Group by category Dependencies...

Lbrary Profies. . Close

Figure 2.1: MsSQL Library for SoMachine V4.1 in Library Repository
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Placeholder for library:

For this you have to setup Placeholder for SEC(Schneider PLC System Library). Which depends on
PLC type. Please click in Library Manager on Placeholders and find SEC and find correct PLC
System library for your PLC.

=+ Microsoft SQL Library for SoMachine, 1.4.0.4 (Tamas Krajcar) 140.4
Anal 3 ]
- +i8) CAA Behaviour Model = CAA Behaviour Model, 3.5.11.0 (CAA Technical Workgroup)
* CAA Types = CAA Types Extern, 3.5.10.0 (CAA Technical Workgroup) 3.5.10.0
* CmpErrors Interfaces, = (System) 3.5.50
* ) 3.4.2.0
-+t Memary, = (35 - Smart Software Solutians GmbH) Memary 3.5.7.0
.+ Network, * (35 - Smart Software Solutions GmbH) Network 3.5.7.0
+ SEC = M262 PLCSystem, 1.0.0. 19 (Schneider Electric) SEC 1.0.0.19 L]
Standard = Standard, 3.5.12.0 (system) Standard 3.5.12.0
Standard64 = Standarde4, 3.5.12.0 (System) Standardg+ 3.5.12.0
+ -5 SysTime. * (Svstem) SvsTime 3.5.9.0 v
=) Herosoft SQL Library for SoMachine, 1.9.0.9 (Tomas Kggear)| T o :
#-12 Library Information
* {2 MssqlLibrary
@ GlobaParameters Name Library Info
TecSfc TecSfc, 3.4.2.0 (System) Resolved by library profile
IoDrvBase IoDrvBase, 3.5.5.0 (System) Resolved by device
ToDrvIoBusTm3 ToDrvIoBusTM3, 1.2.0.0 (Schneider Electric) Unbound placeholder
IoDrvModbusBase ToDrvModbusBase, 3.5.12.30 (35 - Smart Software Solutions GmbH) Resolved by device
IoStandard IoStandard, 3.5.10.0 (System) Resolved by device
PLCSystemBase PLCSystemBase, 1.0.0.18 (Schneider Electric) Resolved by library mapping
Ris Service Handler Ris Service Handler, 3.5.5.0 {33 - Smart Software Solutions GmbH) Resolved by device

SE_DataLogging
SE_PLCCommunication
SE_PLCSystem
SL_KeiCaTon | a0l
SEC

Standard
Standarde4
Stringutls
SysCpuHanding
SysDir

SysFie

<

Datalogging, 4.0.0.7 {Schneider Electric)
PLCCommunication, 1.0.3.4 (Schneider Electric)
M262 PLCSystem, 1.0.0.13 (Schneider Electric)
Keiocaton 1aoie, LU, L L (scneiger iectric)

Resolved by lbrary mapping
Resolved by lbrary mapping
Resolved by lbrary mapping

ResoiVed Y IDrar ¥ 11

M262 PLCSystem, 1.0.0.19 Electric)

| unbound placeholder

Standard, 3.5,12,0 (Svstem)
Standards4, 3.5.12.0 (System)
StringUtils, 3.5.11.0 (System)
SysCputianding, 3.5.8.0 (System)
SysDir, 3.5.12.0 (System)
SysFile, 3.5.9.0 {System)

Resolved hy library neofile,
Resolved by lbrary profie
Resolved by lbrary profie
Resolved by device
Resolved by device
Resolved by device

Figure 2.2: Setup Placeholder in Library Manager

2.2 Installation of Microsoft SQL Server

How to install Microsoft SQL Server is shown on this video: https://www.youtube.com/watch?v=
QFyetK805bo In subsections below are shown necessary steps which has to be done on SQL Server side
to be accessible from PLC.

2.2.1 Enable SQL authentication

Microsoft SQL Server Management Studio

Al - - L0l £l |9 e e]-

Connect to Server

Microsoft SQL Server 2014

Databce Engine v

EPORT SEAVER GO EXPRESe) v

(Windows ushe v

Connect to your database with Microsoft SQL Management Studio. You will login with Windows
authentication.
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Object Explorer > 1 x

Connect~ 3 3d m 7 [2] .5

[l Connect..,
= [l 3 Disconnect

Register...

= Lt Mew Query
Activity Monitor
Start

Stap

Pause

Resume

Restart

Palicies 3

Facets

Start PowverShell

Properties

After successful connection to the SQL Server. Right click on the SQL server icon and choose
Properties.

5 Server Properties - REPORT-SERVER\SQLEXPRESS \;li-

S EEL 5 scipt = 74 Help

Server

) Windaws Authentication mode

Database Seftings
Advanced
Permissions

SOL Server a uihentication mode

Login audiing

© None

Failed logins oniy
Sucoessful lngins orly

O Both failed and successul laging

Server prow account
[] Enable server proy accourt

Frosy acoount
Connection

Password:

Server:
REFORT-SERVER\SULEXPRES Dpions
LConnection:

REPORT SERVERWiajcart
rajca [] Enable C2 audi tracing

47 Yiew conneotion properties X
[] Cross database ownership chaining
Progress

Fready

In Server Properties choose page Security, and choose SQL Server and Windows Authentica-
tion mode.
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2.2.2 Create database

= LB REPORT-SERVERNVEOLEXPRESS (S0L Server 12.0.2000 - F

|

- [ Secur Mews Database..,
= 3 L Attach..,
- EE Restore Database...

Now we need to create test database. Right click on tab Database, a choose New Database.

a New Database HE
Select apage C 3
Soipt = (4 Hel
B General Seowt - [rep
47 Dptions
12 Filegroups Database name: test ) |
Ouwner. <aelaulty ‘ D
Database files:
LogicalName  File Type  Filegroup Iritial Size (MB)  Atogrowth / Massize
test ROWS.. FRIMARY |

{5 { By 1 MB. Unlimited
test_log L0G

Nt Applicable By 10 percert, Unlimited

Connection
Server,
REPORT-SERYERYSHLEXPRES

Connection;
REFPORT-SERYERkrajcar:

] View comnection properties

Add

In this window we will set only Database name: in our case name will be test and press OK.

2.2.3 Create new user

1 |4 REPORT-SERVERNSOLEXPRESS (SQL Server 12.0.2000 -
¥ [ Databases

= [ Security
7 L
+
F J O
% [ Serve Start Powershell
+ [ Repli

H [ Man; Reports

Refresh

Right click on tab Security and click on New Login.
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& Lagin - New == -

Selectapage -
. 5 seipt - I Hel
B General st - e

& Sewer Rokes

& User Mapping e el —
& Secuiables

A Status Windows autheniication

(®) SOL Server authenticatior

Password:

Confitm passwerd

[] Erforce password policy

Mapped to cerficats

7 Mapped to asymmetic key
Connection [ Map to Credential

Server. Mapped Credentials Credertial Provider
REPORT-SERVER\SOLEXPRES
Connection

REPORT-SERVER rajcart

29 View connection propetties

Progress

Fieady

Default database: [rest v

3
J v]

Defaul anguage: [l

In this window we will fill these columns:

e Login name - name of new user

e SQL Server authentication - and set password
e uncheck Enforce password policy

e Default database - our case db test

= Login - New
Selectapage "
5 seipt = [ He
2 General oot~ [Hep
Users mapped to this Ingir:
= fmels Map  Database User Diefauit Schema ~
Stalus O el
]
[ medb
[ CE—
] ReporServer
[]  FReponServarTempDB =
=T
plellser =
Database role membership for test
Connection

[ db_aceessadmin

Server
REPORT-SERVER\SULEXPRE;

Connection: db_datawriter
REPORT i

db_denydataread:
7 View conneetion properties % iy i

(] db_owner

Progress o ritpadmin
¥ public
Fleady <

Another tab is User Mapping. In this tab we will set permissions for this user. We will map our
database test. And for this database we will set these permissions:

o db_datareader - allows to read data from tables
o db_datawriter - allows to write data into tables

e public - this one is set by default

16



2.2.4 Create new table

PR
File Edit ‘Wiew Projec Window  Help
il S BRE 4 LAl -

Object Explorer
Connect~ 33 3 o 7 ]
= [ﬁ REPORT-SERVERNSQLEXPRESS (SOL Server 12.0.2000 - REPORT-SERVER krajcart

= [ Databases
+ [ System Databases
=

u

u

| ReportServer

goerverTempDB

F @ E

P s Diagrams
= [ Tables
+ [ Systern Tables
+ [ FileTables
+ [ Yiews
+ [ Synonyrms
+ [ Programmability
+ [ Service Broker
+ [ Storage
+ [ Security
=
3 Security
[ Serser Objects
3 Replication
3 Managernent

+ [ [+ [E

Left click on our database test in tab Databases and then choose New Query.

S0LOuery7sgl - REP.LRVER krajcart (340)% ¢ _

J**¥***% This command is for db test *¥****/
USE [test]

@0

SET ANSI_NULLS ON

GO

SET QUOTED_IDENTIFIER ON

@0

[Bools] [bit] muLL,
[5tring] [nvarchar](5e) NULL
[ID] [int] mULL,

[Real] [float] MULL,
[DoubleInt] [bigint] NULL

) ON [PRIMARY]

&0l

100 % = «

_'_‘] Meszages

Command(s) completed successfully.

Into the new window we will insert code from figure: 2.3. And after press F5 to execute command.
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/***xxx*x This command is for db test *kk*x*xx/

USE [test]
GO

SET ANSI_NULLS ON
GO

SET QUOTED_IDENTIFIER ON
GO

CREATE TABLE [dbo]. [tblTestPLC] (
[Bools] [bit] NULL,

[String] [nvarchar](50) NULL,
[(ID] [int] NULL,

[Real] [float] NULL,

[DoubleInt] [bigint] NULL

) ON [PRIMARY]

GO

Figure 2.3: Create tblTestPLC

2.2.5 Test connection to the database with new user

Connect=

+

+

First thing is to disconnect from the database.

Object Explarer

>

- [B FEFOR woiwcRYSCILEXPRESS (S0L Server
¥ 1 Databases
+ [ Security
+ [ Zereer Objects

[ Replication

[ Managerment

T (2]

18



a Connect to Server

Microsoft SQL Server 2014

Server type: | Database Engine

Server name: REPORT-SERVERSOLEXPRESS

Authentication; ‘ SOL Server Authentication

Lagin:

Password:

Cancel | | Help | | Options >> |

In the login screen we will change Windows authentication to SQL Server Authentication,
and fill Login and Password of our new user.

= | test

# [ Database Diagrams
= 1 Tables

# [ Systern Tables

+ [ FileTables

o jw
5 £ Views Tahble...
+ [ Synomym Design
+ [ Programr Select Top 1000 Rows
13 Senvice B 100 200 Rows
+ [ Storage

Cevimt Tahla ar .

Next step is to try if permission which we set earlier to our user. So in tab Databases -> Test ->
Tables -> tblTest PL.C right click and choose Edit Top 200 Rows. And this command will open window
where we can modify data in our table.

REPORT-SERVERNSQL .- dboitblTestPLC > g j
Boals String D Real Doublelnt

False Test12 456 13.2 445568
- True @ Hello youtube € 78984 9 04 O 2554
* MULL MULL NULL MNULL MULL

In table 2.1 are shown sample data which you can put into this table.

Table 2.1: Example of values, which you can add to your tblTestPLC table

[rows] | Bools String ID | Real | Doublelnt
1 0 Test 12 456 13.2 445568
2 1 Hello youtube | 78964 | 0.4 44556

19



SOLQueryBsgl - REP.. test {plcUser (523)% 3¢ _

—|SELECT [Bools]
,[string]
.[10]
,[Real]
,[DoubleInt]
FROM [test].[dbo].[tb1lTestPLC]

0% - <
[ Results 3 Messages
| String D Feal Doublelnt
LS Test12 456 132 445568
2 1 Helloyoutube 78364 0.4 44556

Last step is to try which data are in the table. Example of Select command is here: 2.1.

20



2.2.6 Setup firewall permission for SQL Server

= Run .

=== Type the name of a program, folder, document, or Internet
resource, and Windows will open it foryou,

Open: | v|

| oK | | Cancel | | Browese... |

Open Windows Firewall with Advanced Security. Open Run and insert command wf.msc

- o x
Actions
|
|
i NewRule.
>
T fiterby State ,
T fiterby Group v
View v
€ Autald Networ @ Refresn |
© AutolD Networ or dvte || 2 Eponlis
auaN B e
O Blckser

@ BlackBerry Link Peer Manager
© BlackBerry Link Peer Manager
© Blackery Link Peer Mansger
@ Borjour Senice

@ Bonjour Senice

@ Bonjour Senice

@ Bonjour Senice
©BOOTP/DHCP Server
(BOOTR/DHCP Server

© BOOTP/DHCP Server

© B0OTP/DHCP Server

@ boctpserveraxe

@ boctprenveraxe

© bootpsenver.ee

@ CodeMeterFWE
@ copesvs wblic v

On left side choose Inbound Rules by left click. This will open list with all Inbound rules set for
your PC. On right side choose New Rule.

@ New Inbound Rule Wizard X

Rule Type
Select the type of firewall e to create.
Steps:

@ Rule Type Vilhat type of rle would you like to create?
@ Protocol and Pots

Action O Program

*
@ Profie Rue that cortrols connections for a program!
@ Name @® Port

Ruie that controls connections for a TCP or UDP port
O Predefined:

Alloyn Router

Rule that controls connections for a Windows experience.

() Custom
Custom e

< Back Next > Cancel

This wizard will help us to set correct firewall rule for our PC. First we have to choose Port and
press Next.
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@ Mew Inbound Rule Wizard

Protocol and Ports
Specty the protocols and ports to which this nule applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?
 Protocol and Ports @ TCP

@ Action O upp

@ Profile

@ Name

Doesthis rule apply to all local ports or specfic local ports?

O Alllocal ports

@ Specific local ports: 1433 Y
mple: . 443, 50005010

<Back Next > Cancel

Here we will specify on which port is our SQL server running, default port is 1433. It’s adjustable
in settings of SQL Server.

@ New Inbound Rule Wizard X
Action
Specy the action to be taken when a connection matches the conditions specified in the nule.
Steps:
o RueType What action should be taken when a connection matches the specfied conditions?
@ Protocol and Ports
(@ Allow the connecti
) Thisincludes connections hat are protected with [Psec as wel as those are not
@ Profile
O Allow the connection i It Is secure
@ Name
This includes only that have been by using IPsec. Connact |
will be secured using the settings in |Psec properties and mules in the Connection Securty
Rule node ‘
|
|
() Block the connection
Just choose Allow the connection and press Next.
X

B Mew Inbound Rule Wizard
Name

Specfythe name and descrition of this ule.

Steps:
Fule Type
Frotocol and Ports

®

®

@ Action h

@ Frofie e

. [sQLPort 1433 enabie]
S—

Name
Descr

=
<Back Finish Cancel

Insert name of the firewall rule and press Next.
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@ New Inbound Rule Wizard e

Profile
Speciy the profiles for which this rule applies

Steps:
@ RueType Vhen does this nule apply?
@ Protocol and Ports
@ Action Domain
e fopiies when a computer is comnected to fts comorate domain
@ Name Private
Applies when a computer is connected to a private network location. such as a home £
orwork place. t
Public <
<

Applies when a computer is connected to a public network location.

p—
<Back Next > Cancel

In this last windows we will choose for which types of zones will be rule applied.
Note: this is just basic example for enable firewall!!
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2.2.7 SQL Server configuration

=1 Run
=== Type the name of a pragram, folder, document, or Internet
resource, and Windows will open it forywou,
Open: | compmgmt.mscl vl

| Ok || Cancel || Browvse.., |

First thing is to open Computer management. Easiest way how to do that is to open Run: insert
command compmgmt.msc

Enabled
Enabled
Enzbled
Enabled

& Computer Management (Local) Name
PR System Taals % Shared Memory 1
b () Task Scheduler STCRP 2
b ] Event Viewer Y Narmed Pipes 3
b @ Shared Folders
b @8 Local Users and Graups
b () Performance
) Device Manager
4 3 Storage
b 4l Windows Server Backup
=9 Disk Management
4 s Services and Applications
b W) Internet Information Services (IS Manager
b [@ Routing and Rernate Access
“, Semvices
& W Control
4 {8 3QL Server Configuration Manager
B SOL Server Services
4. SOL Server Netwark Confiquration (32bit)
4 2 S0L Native Cliegt 11.0 Configuration (32hbit)

4§ S0L Server Netwaork Confiquration
B~ Protocals for SOLEXPRESS

a2 301 Native Client 11.0 Configuration
B Client Pratocols

8 Aliases

On left side choose Services and Applications -> SQL Server Configuration Manager -> SQL Native
Client 11.0 Configuration -> Client Protocols. All 3 protocols has to be Enabled.
Note: SQL Native Client 11.0 Configuration naming is different in every version of SQL Server
and also version(32 or 64 bits)!!
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Protocol

B General
Default Port
Enabled
Keep Alive
Keep Alive Intersal

Default Port
Default port an which connection will be made

| oK | | Cancel | | Apply | | Help

By right click on TCP/IP you can edit Properties:
e Default Port - port on which will be your SQL server reachable across network

e Enabled - Enabling of TCP/IP protocol
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& Computer Management (Local) Protocol Mame
4 ff} System Taols % Shared Memory
3 @ Task Scheduler ¥~ Marmed Pipes
b 2] Event Viewer
b @] Shared Folders
[ _ﬁ Local Users and Groups
[ Q\}‘J Performance
5 Device Manager
4 5 Storage
b 1’&; Windows Server Backup
=f Disk Management
4 :_T() Services and &pplications
[ H} Internet Information Services (15) Manager
[ @ Routing and Remote Access
L, Services
5 Wl Control
4 [gf SQL Server Configuration Manager
5 50L Server Services
E S0L Server Metwork Configuration (32bit)
Pl @ S0L Mative Client 11.0 Configuration (32bit)
B Client Protocals

«% Aliases

Protocols for SQOLEXPRES:

tatus
Enabled
Enabled

Client Pratocols

«% Aliases

Another settings will be made in SQL Server Network Configuration. Click on Protocols for SQL-
EXPRESS. Also all 3 protocols has to be Enabled. We need to check if port is set correctly right click
on TCP/IP and choose tab IP Addresses.

TCPAP Properties [z |
IP Addresses
TP Dynamic Ports Q ~
TCP Port
B rs
Adtie Yes
Enabled Yes
IP Address 127.0.01
TCP Dynarnic Ports
TCP Port 1433
B po
Active Yes
Enabled Mo
IP Address fedlnSefe:10.9.1.102%630
TP Dynamic Ports Q
TCP Port
B pan =
TCP Dynamic Parts
TCP Port &
W
Active
Indicates whether the selected IP Address is active.
| Ok | | Cancel | Apply

Here is set the default port for SQL Server and also all IP addresses for connection to the SQL
Server.
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& Cornputer Management (Local) Mame Order Enabled

4 {f} System Tools % Shared Memory 1 Enabled
b (D) Task Scheduler FTCRAP H Enabled
b @ Event Viewer % Mamed Pipes 3 Enabled
b Gl Shared Folders

b @ Local Users and Groups
p () Performance
2} Device Manager
4 8 storage
b 4l Windows Server Backup
1= Disk Managemnent
4 T Services and Applications

1 WY Internet Information Services (IIS) Manager
b £ Routing and Remote Access
L, Services
5 WM Contral
4 [§ SOL Server Configuration Manager
5 SaL Server Services
§ 50L Server Network Configuration (32bit)
4 B 500 Native Client 1.0 Configuration (32bit)
&, Client Protocols
B Aliases
4§ 5L Server Metwork Configuration
B Protacals for SOLEXPRESS

0 Canfiguration

In case you have 64 bit SQL Server you have to also Enable Protocols in 64 bits client.

& Computer Management (Locah
4 1} System Tools
b (D) Task Schadler

Stte StartMode Log On e Proces D

Service Type.
E

T Seril 20

b @] Bvent Viewer Sp Automatic N Service\ReportS.. 1300 Report Server
b ] Shored Flders Pause Other @oot, S, NTAUTHORITVINE.. 0 sa Agert

b 8 Local Users s roups oL et

b © Pefomance

Other @oot Se..  NTAUTHORITALO... 0
A Desice Minager
4 2 Songe
b 1 Window: Sever Backup e
22 Disk Minagement
4 B Sevees and Applctions
W Inernet forrtion e (19 Mansger
b B Routing and Remote Access

Mansger

onfiguration (12610
2 3 5L Nativ Clent 110 Confgurstion (1261)
2, ClientProtocais
e
4 . 50U SererNeswork Configuraton
- Protocols for SLDPRESS
4 SO Nstiv Clent 110 Configuratin
2, ClientPrtocals

2 e

All these changes requires restart of SQL Server.
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Chapter 3

Example application

Example project have two subprograms: prgCompactExample and prgExample.

3.1

prgCompactExample

In this program is used function block fbMsSQL_compact. To make this function block work you have
to fill:

sHost fill IP address or Hostname of MsSQL server

uiPort set TCP port on which MsSQL server listen (eg. 1433)
tTimeout timeout for connection

sUserName username for login to MsSQL server

sPassword password for login to MsSQL server

sDatabase name of target database on MsSQL server

sActivationNumber activation number for full functionality(if it’s empty it runs 2 hours after
start)

queryString fill this string with SQL query (eg. SELECT * FROM tblData)

To execute queryString on MsSQL server put xWriteData to TRUE. Function block will connect
to MsSQL server is it’s reachable and execute queryString and if there is no more request, will disconnect
from server. This function block has FIFO buffer for queries so it can handle string queries from 0 to
gc_bLengthFIFO.
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Expression Type Value
+ @ fbMsSQL_compact 0 MssqLibraryTurck.f...
% sHost STRING ‘reports.plc2sql.com’
@ uiPort umT 1433
# tTimeout TIME T#1s
# sHostName STRING “TurekPLC'
@ sUserName STRING "
@ sPassword STRING
% sDatabase STRING
@ sAdivationNumber STRING
@ queryString STRING(255) INSERT INTO tbiTestPLC1 (Baols, String,ID,Real,Doublelnt,DateTime) Values (N'D,N,NO,ND.0,N T, N3-25-2017 21:3
@ wiiriteData 800L
<
1 fbMsSQL_compact_0 -
MsSqlLlibraryTurck. [bMsSOL_compact
sHost sHost 11y
uiPort [1438 —{uiPort xLoginFailed [ xLoginFailed
tTimeout tTimeout FxecuteSQLE b <ExecutesQLE
[ Tazermic | XCommandExecutedoK = xConmandExe sutedok
% wRowDoneCnt [~ wRowDoneCnt [ 0]
sPassword[____° | —{sBassword dwError [~ dwError
% xDone (= xDone
shctivationNumber [ +* | —{sActivationNumber xBusy = ¥Busy
queryString queryString XErTor f= xError
xWriteData ERTGI-S xWriteData xAborted [~ xAborted
stSqlResponse —|stSglResponse DFIFOreadAdr [~ bFIFOreadadr [ 0 ]
sstatus[___ +r  }ssStatus bFIFOwriteddr - bFIFOwriteRdr [0 |
sErrorMessage sErrorMessage ®FIFCEMpTY = xFIFOEMpLY

MsSql LibraryTurck . feGetTIpAddr
sHOST sHost fcGetIphddr

3 £bRing_0
MsSqllibraryTurck. fbPing

sHost slpAddress xResultc
xTryPing [ENEER= xTryPing udAvgReplyTime

| udRep1yTine o]

}— sHostResulted [ '81.2.248.10

Figure 3.1: prgCompactExample

3.2 prgExample

In this program is used function block fobMsSQL. To make this function block work you have to fill:

start)

tTimeout timeout for connection

sHost fill IP address or Hostname of MsSQL server
uiPort set TCP port on which MsSQL server listen (eg. 1433)

sUserName username for login to MsSQL server
sPassword password for login to MsSQL server
sDatabase name of target database on MsSQL server

sActivationNumber activation number for full functionality(if it’s empty it runs 2 hours after

astQuery is array for strings with SQL queries (eg. SELECT * FROM tblData)

To execute query in astQuery on MsSQL server log to MsSQL Server by setting xConnect to
TRUE. When is PLC connected to MsSQL execute SQL query by xExecuteSQL to TRUE. Discon-
necting from database by xDisconnectSQL to TRUE.
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fbMs30L 0

sHost

uiPort

tTimeout
sHostHeme III—
sUserName [ '+ |
3Fa33wﬂrd[:::::::::::k—
sDatabase [::::::::::::}——
shctivationMumber [ '+ |
astfuery —5
xConnectSQL m—ﬁ
xDisconnectSOL NG
xExecuteS0L GRS
stSglResponse —5
sStatus[ 0}
sErrorMessage =

M=SgllibraryTurck. fbM=sS0L

sHost xConnectSucessfully
uiPort xLoginFailed
tTimeount XExecuteSQLError

sHostName
3UserName
sPagsword
sDatabase
sActivationNumber
astluery
xConnectSQL

#CommandExecuted0K
wRowDoneCnt
dwError

xDone

xBusy

xError

xAborted

¥Disconnect30L
xExecuteSQL
stSglResponse

g5tatus

sErrorMessage

mmFALSE |
= xLoginFailed

= zExecuteSQLError

M xCommandExecuted0K
—wRowDoneCnt [ o |
—dwError

= xDone

= xBusy

= ZErrecr

= xBborted [RyMa

sHost

sHost

MsSgllibraryTurck. fcGetIpAddr

feGetIphddr

fbPing 0

sHost

3IpAddress

M=zS5gllibraryTurck . fbPing

xBesult

xTryPing m—ﬁ xTryPing udivgReplyTime — udReplyTime |I|
prglateTimeUtility
dtCurrent —— TestDateTime [ DT$2017-3-25-21-33:46 |

HOTxInsert Select iy
TestBool Rying
TestString[ "+ ]
TestInt[ o |

Figur

e 3.2:

TestBool
TestString
TestInt

feclnsertQuery

sHostResulted | "B1.2.244. 1%

—,———

Example visualisation screen
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3.3 Example Select query

fcSelectQuery in the picture 3.3 is example of fc which creates SELECT query string for MsSQL Server.
This example returns TOP 5 records from table tblTest PLC1 WHERE is column ID equal variable
ID _TO_SELECT.

FUONCTION fcSelect{uery : STRING(255
VAR _INFUT
ID TO SELECT : DINT:
END VAR
VAR
35elect : STRING {255) ;
END VAR

g5elect:="5ELECT TOP (5) Ident,Bools,String,ID,Real,Doublelnt,DateTime FROM thlTestPLC]1 WHERE ID = Ng'';
35elect:=CONCART (5TR1:=35elect, STR2:=DINT TO STRING({ID TC SELECT)):

35elect:=CONMCAT (STR1:=35elect, SIR2:='5""}:

fecSelectuery:=33elect;

Figure 3.3: fcSelectQuery

3.4 Example Insert query
fcInsertQuery in the picture 3.4 shows how to create insert query string for MsSQL server.

FONCTION fclnsertQuery : STRING{25:5
VAR _INPUT

TestBool:BOOL;

Test3tring: STRING;

TestInt:INT;

TestReal :REAL;

TestDint:DINT;

TestDateTime:DT;

END VAR
VAR
aQuery: STRING (255) ;
s(uery:="INSERT INIQ tblTestPLCl (Bools,String,ID,Real,Doublelnt,DateTime) Values (N5'':
s{uery:=CONCRT (STR1:=3Query, STRZ:=INT TO STRING(BOOL TO INT({IestBool))
a(uery:=CONCAT (STRl:=3Quervy, S5TRZ:="&" Ns'"};

sfuery:=CONCAT (STR1:=3Query, SIR2:=TestString):

a(uery:=CONCAT (STRl:=3Quervy, S5TRZ:="&" Ns'"};

afuery:=CONCAT (STR1:=3Query, STRZ:=INT TO STRING(TeatlInt)):
a(uery:=CONCAT (STR1l:=3Query, S5TR2:="&",Ns'"};

aQuery:=CONCAT (5TR1:=sQuery, STR2:=REAL TO STRING(TIestReal)):
afuery:=CONCAT {STR1:=3aQuery, SIRZ:=":&' N:s'"});

aQuery:=CONCAT (5TR1:=sQuery, STR2:=DINT TO STRING(TestDint)):
sfuery:=CONCAT (STR1:=3Query, STR2:=":","};

sfuery:=CONCAT (STR1:=3Query, STR2:=Ms5gqllibraryTurck.fcS{LInsertDateTimeFormat (dtValue:=TestDateTime));
afuery:=CONCAT (STR1:=3Query, STR2:=")");
felnsertuery:=sguery;

Figure 3.4: fcInsertQuery
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3.5 Example commands for SQL Server

3.5.1 tblTestPLC

In this table we have 6 collumns:
e Bools [bit]
e String [nvarchar(50)]
e ID [int]
e Real [float]
e Doublelnt [bigint]
SELECT [Bools]
, [String]
, [Reall

, [DoubleInt]
FROM [test].[dbo].[tblTestPLC]

Figure 3.5: SELECT from tblTestPLC

Table 3.1: Example of values, which you can add to your tblTestPLC table

[rows] | Bools String ID | Real | Doublelnt
1 0 Test 12 456 13.2 445568
2 1 Hello youtube | 78964 0.4 44556
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Chapter 4

ChangeLog

V 1.0.0.0

e Released

V 1.1.0.0

e BUG - Changed declaration of variables sStatus, sErrorMessage, astQuery.sQuery from
STRING to STRING(255).

e BUG - Overwrite variable uiPort in case of longer sErrorMessage than 80 chars.

V 1.1.0.1

e BUG - Parsing raw data fails in case of only one non null int. value

e UPDATE - Return datatype of function fcGetSTRING is now STRING(255).

e UPDATE - Supported sql datatype of function fcGet DINT is now bigint.

e FEATURE - Function for getting datatype datetime, new function fcGet DATETIME.

BUG - If xExecuteSQLError was in true state also xCommandExecutedOk was in true
state. Now only one of these two states can be true.

V 1.1.0.2

e FEATURE - New global parameter gc_iNoOfRows for defining how many rows is needed for
result.

e FEATURE - New output value dwError. Which show actual error according table in 1.7 Errors.

e BUG - Overflow error in case when result of query is longer than space in stSqlResult. Function
block send error in these cases.

e BUG - fbMsSQL is unable to connect to server in case that byte array with length gc_iLengthOfDataArray
for reading data is longer than PLC can handle.

V 1.1.0.3

e UPDATE - All converting functions have improved process for retreiving variables from raw data.
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V 1.1.04

UPDATE - Change the way how to license product. Now is product bind to SN of Schneider
PLC.

V 1.1.0.5

BUG - Data type real(16#3E) wasn’t correctly converted to REAL.
BUG - Name of column had ghost symbols.
UPDATE - Function fcGetREAL now support 4byte REAL(16#3B).

UPDATE - Error message sErrorMessage, now in case of error ”Query has unsupported data
type.” shows which data-type is wrong.

V 1.1.0.6

BUG - Library misinterpreted DONEINPROC token in case of negative integer in result set.
UPDATE - Library performance improved.
UPDATE - Error message sErrorMessage, now in case of error ”Network socket error.”.

UPDATE - {bMsSQL has now IEC behavioural statuses(xDone, xBusy, xError, xAbort).

V 1.2.0.0

FEATURE - New function fcGetIpAddr to resolve ipAddress from DNS name.

UPDATE - sIpAddress is no more input. Instead of it there is sHost where is possible to insert
ipAddress or hostname.

FEATURE - Library has now two main function blocks fbMsSQL_compact which has integrated
FIFO buffer and StateMachine automat for storing data into SQL database easy on one trigger.
And fbMsSQL for advanced users.

FEATURE - New fb for handling FIFO fbFIFOQuery.

FEATURE - New function fcSQLInsertDateTimeFormat for creating DATETIME string for
MsSQL server.

UPDATE - 3 new errors to check if sUserName, sHost was filled and info if DNS-request failed.

V 1.4.04

BUG - Product code checked wrongly.

BUG - Product code on side of CODESYS Store was wrongly assigned.
UPDATE - Improvement of license check.

BUG - Library now works with all types of processors.

UPDATE - Function fcGetSTRING now support VARCHAR(16#A7) datatype.
BUG - Reading errors from Server.

BUG - Reading datatypes with nullable parameter.
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e UPDATE - All neccesary libraries are now set to newest version due to failure with Codesys V3.5
SP14 with x64 target.

e UPDATE - Library now requests only neccesary core libraries.
e UPDATE - Visualization was deleted from origin library and moved to example project.
e UPDATE - Refactoring of whole library, delete unused variables and improve performance.

e BUG - Library stucked during connection. Wrong pointer to send data and short timeout for
connection.

e BUG - Library wrongly interpretted SQL error message longer than 255 bytes and causes crash
of Codesys RTE. Also when there is SQL Execute error this bit is set to TRUE.

e BUG - Error Message longer than 80 chars was out of memory due using variable STRING instead
of STRING(255) caused crash of Codesys Runtime. Now it’s fixed.

e UPDATE - Library has now implemented skiping tokens TABNAME and COLINFO. This feature
is neccesary for some advanced stored procedures.

e UPDATE - Added skiping not-implemented TOKENS (RETURN_STATUS, DONEPROC, DONEIN-
PROC) from SQL Server.

V 1.4.0.5

e BUG - Fix showing correct IEC behavioural statuses(xDone, xBusy, xError, xAbort).
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