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Chapter 1

Product description

This library allows you to connect your PLC Siemens S7-1200 or S7-1500 application to Microsoft SQL
database. With this library you are able to store and read process data. Read recipes from ERP, save
breakdown report and etc. No more OPC servers and other middleware.

Basic requirement for this library is TIA Portal V13 or higher and Microsoft SQL Server (2005 or
higher).

Microsoft SQL Server 2014 Express is there: https://wwuw.microsoft.com/en-us/download/details.
aspx?id=42299

1.1 Range of function

This library allows to the user connect to Microsoft SQL Server from 2005 to 2017. This library use for
communication with server TDS protocol.
Supported commands:

e SELECT
e INSERT

e UPDATE
e DELETE

Execute stored procedures

1.2 Supported datatypes

Other datatypes, which are not in the table below, will cause xExecuteSQLError Unsupported
datatype. Strikethrough datatypes are not currently supported, but they will be available in the fu-
ture.

Datatype | SQL datatype PLC datatype ID of datatype
boolean bit BOOL 16432 or 16#68
string nvarchar(n) STRING(255) 16#E7 or 16#A7
int int DINT 16426 or 16#38 or 16434
biglnt bigint DINT 16#7F (8 bytes only S7-1500)
float float REAL 16#6D (8 bytes only S7-1500)
real real LREAL (Only S7-1500) 16#3E or 16#3B
datetime datetime DTL 16#3D or 16#6F



https://www.microsoft.com/en-us/download/details.aspx?id=42299
https://www.microsoft.com/en-us/download/details.aspx?id=42299

1.3 Function blocks

1.3.1 fbMsSQL

FB for complete connecting and executing commands with Microsoft SQL from 2005 to 2017.
Author: krajcart

V1.5.3.0
Table 1.1: {bMsSQL

Scope | Name Type Inital | Comment
usilP1 Usint 1st octet of TP Address
usilP2 Usint 2nd octet of IP Address
usilP3 Usint 3rd octet of IP Address
usilP4 Usint 4th octet of IP Address

Input uiPort Uint 1433 port of MsSQL server
uilD_CONN CONN_OUC 12 unique ID of TCP communication in Simatic
tTimeout Time T+#1s | timeout
sActivationNumber String activation number received after purchase
interfacelD HW_ANY 64 X1(64), X2(72)
xConnectSucessfully Bool indication of sucessfull conection to SQL
xConnTestOK Bool indication of sucessfull conection to SQL test
xLoginFailed Bool login to SQL failed
xExecuteSQLError Bool execution of SQL command failed
xCommandExecutedOK | Bool execution of SQL command was sucessfull

Output | wRowDoneCnt Word no. of rows done
dwError DWord error identifier
sErrorMessage String error message
sStatus String status message
xLicenseValid Bool info about license
DONE Bool signal that operation was finished OK
BUSY Bool signal that operation is busy
ERROR Bool signal that operation ended with Error
sVersion String[10] info about current library version
xConnectSQL Bool trigger for login,to SQL
xDisconnectSQL Bool trigger for logout from SQL

InOut xExecuteSQL Bool trigger to execute SQL command executing
xTryConnSQL Bool trigger for testing if connection with SQL server
sqlLogin sqlLogin structure for login information
query stQuery structure for stQuery
stSqlResponse stSqlResponse structure for SQL Response




1.4 Functions

1.4.1 fcGetBOOL

FC for converting raw SQL data to datatype BOOL.
Allowed data types: 16#32(TDS_DATA _BIT1) or 16#68(TDS_DATA _BITN)

Author: krajcart

V1.5.0.0

Table 1.2: fcGetBOOL

Scope | Name Type Inital | Comment

Input iCol Int index of selected column
iRow Int index of selected row
stSqlResponse | stSqlResponse response structure

InOut | eError Word error variable
xValue Bool return value

1.4.2 fcGetDINT

FC for converting raw SQL data to datatype DINT.
Allowed data types: 16#26(TDS_DATA_INTN) or 16#38(TDS_DATA_INT4)
or 1647F(TDS_DATA INTS) or 164#34(TDS_DATA_INT?2)
Author: krajcart

V1.5.1.0

Table 1.3: fcGetDINT

Scope | Name Type Inital | Comment

Input %Col Int %ndex of selected column
iRow Int index of selected row
stSqlResponse | stSqlResponse response structure

InOut | eError ‘Word error variable
diValue Dint return value

1.4.3 fcGetSTRING

FC for converting raw SQL data to datatype STRING.
Allowed data types: 16#E7(TDS_.DATA_NVARCHAR) or 16#A7(TDS_.DATA_BIGVARCHAR)

Author: krajcart

V1.5.1.0

Table 1.4: fcGetSTRING

Scope | Name Type Inital | Comment

Input iCol Int index of selected column
iRow Int index of selected row
stSqlResponse | stSqlResponse response structure

InOut eError Word error variable
uiLen Uint length of string variable
sString String return value




1.4.4 fcGetREAL

FC for converting raw SQL data to datatype REAL(4 bytes) and LREAL(8 bytes) only S7-1500.
Allowed data types: 16#6D(TDS_DATA FLOATN) or 16#3E(TDS_DATA FLOATS)

or 16#3B(TDS_DATA_FLOAT4)

Author: krajcart

V1.5.1.0

Table 1.5: fcGetREAL

Scope | Name Type Inital | Comment

Input iCol Int index of selected column
iRow Int index of selected row
stSqlResponse | stSqlResponse response structure

InOut | eError ‘Word error variable
rValue Real return Value

1.4.5 fcGetDATETIME

FC for converting raw SQL data to datatype DTL
Allowed data types: 16#3D(DATETIMES) or 16#6F(DATETIMEN)

Author: krajcart
V1.5.0.0

Table 1.6: fcGetDATETIME

Scope | Name Type Inital | Comment

Input iCol Int index of selected column
iRow Int index of selected row
stSqlResponse | stSqlResponse response structure

InOut | eError ‘Word error variable
dtlDateTime DTL return Value




1.5 Errors

List of errors stored in value dwError as output from fbMsSql.

Table 1.7: Error table

Code Error message Advice
164400000 | No error.
164400001 Timeout destination server is unreach- | Remote server unreachable, try fbPing
able. and firewall.
1644400002 | Login failed. Wrong '1og1n or securlty settings on
server side.
164400003 | Command failed. Executed command failed.
164400004 | SQL error ocurred. Read the description of error.
Use supported datatype according 1.2
164400005 | Query has unsupported data type. Supported datatypes.
16#400006 | Error data row affected. MS SQL error.
16#400007 | Wrong flag on received row affected. MS SQL error.
164400008 | Wrong row done. MS SQL error.
164400009 | No command to execute. Write some SQL command.
164400010 More columns than are defined in | Increase c_iNoOfColumns constant in
gc_iNoOfColumns. global parameters.
More rows than are defined in | Increase c¢_iNoOfRows constant in
1677400011 gc_iNoOfRows. global parameters
164400012 More raw data than are defined in | Increase gc_iLengthOfDataArray con-
gc_iLengthOfDataArray. stant in global parameters.
164400014 | License is not valid! Demo expired. Buy the license.
16#400016 | sqlLogin is not filled completely. Fill all variables in sqlLogin.
Receiving invalid or unexpected
16+400019 PACKET from server.
164400020 MSSQL—ERROR: Login Ack Token not MS SQL error.
received.
MSSQL-ERROR: Receiving unknown
164400021 TOKEN FROM server. MS SQL error.
MSSQL-ERROR: Could NOT obtain
167400022 length information of column data. MS SQL error.
Name of column is longer than is de-
167400023 fined in c_.iMaxIdentifierLength. MS SQL error.
MSSQL Library DO NOT support
164400024 SQL-Batch.
16#400025 | State machine ended on timeout. .LOOk m v‘.fhmh step it failed and try to
crease timeout.




Table 1.8: Error table convert functions

eError Error message Advice
16400 No error.
16#01 iRow is 0. Set variable iRow bigger than 0.
16402 iRow is out of range. Set varlz.ible iRow between 1 and stSqlRe-
sponse.uiRowCount.
16#03 iColumn is 0. Set variable iColumn bigger than 0.
16404 iColumn is out of range. Set varlgble iRow between 1 and stSqlRe-
sponse.uiColumnCount.
16405 Requested value is NULL. Fill this column in database.
16406 Structure stSqlResponse is empty. Execute some SQL query.
Allowed is TDS_DATA_BITN or
16468 Wrong datatype for BOOL to convert. TDS DATA BITL.
Allowed is TDS_DATA_DATETIMES or
16#3D6F | Wrong datatype for DATETIME to convert. TDS DATA DATETIMEN.
Allowed is TDS_DATA_INT4 or
1642638 | Wrong datatype for DINT to convert. TDS_-DATA_INT2 or TDS_DATA_INTS
or TDS_DATA_INTN.
Allowed is TDS_DATA _FLOATN
16#6D Wrong datatype for REAL to convert. or TDS_DATA_FLOAT4 or
TDS_-DATA _FLOATS.
16#E7 Wrong datatype for STRING to convert. Allowed is TDS DATANVARCHAR  or

TDS_DATA _BIGVARCHAR.

1.6 Licensing

MsSQL library for TIA Portal V13, V14, V15 and V15.1 is licensed per runtime license. Each license
is binded to SN of PLC. Price for one runtime license is 199€ without VAT. Without valid license
library works only 2 hours after startup. Link for purchase: https://www.plc2sql.com/products/

mssql-library-for-tia-portal-v13-v14-vib5/#license



https://www.plc2sql.com/products/mssql-library-for-tia-portal-v13-v14-v15/#license
https://www.plc2sql.com/products/mssql-library-for-tia-portal-v13-v14-v15/#license

Chapter 2

Installation

2.1 Installation MsSQL library to TIA Portal

Open example project for TIA Portal. Copy these block into your TIA Portal projects! :
Function Blocks

o fbMsSQL (S7-1200 & S7-1500)

Functions
fcGetBOOL (S7-1200 & S7-1500)

fcGetDINT (S7-1200 & S7-1500)

fcGetSTRING (S7-1200 & S7-1500)

fcGetREAL (S7-1200 & S7-1500)

fcGetDATETIME (S7-1200 & S7-1500)

PLC data types
e astColData

e astRowDet
e stColumn
e stLogin

e stQuery

e stSqlResponse

INumbers of fb, fc and db can be arbitrary



This library package contains:
e Library for TTA Portal V14 or V15
e Example project S7-1200 & S7-1500

e User guide

+ | Global libraries
N O AT RS

b Ll Buttons-and-Switches
» Ll Long Functions

» L] Monitoring-and-control-objects
» ||| Documentation templates

L Mew library...
(¥ Open library...

Retrieve library...

Figure 2.1: Loading Global Library



Limits of data to read from SQL

fbMsSQL has internally setup array bound for data able to read from MsSQL. Because this is about
definition of arrays and memory in PLC. In default you are able to read max 10 collumn, 10 rows and
each row can contain max 300 bytes of data.

* (Constant

= c_iLengthOfByteArrays | Int 2000
L] c_iMoOfColumns Int 10

m C_iMNoOfRows Int 10

= c_iLengthOfDataArray | Int 300
= c_ikMaxldentifierLength | Int BO

Figure 2.2: Constants in fbMsSQL Library
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Chapter 3

Example application

On the picture 3.1 is main program in OB1 with fbMsSQL and function block. All example files are in
Global Library. Master copies S7-1200 or S7-1500.

"FE2050_
MsSOL_FW2.x_
1500_DE"
SFB2052
*FB2050_MsSQL_FW2 x_1500"
EN END
"dbsSQL_data”. *dbSQL_data”.
usilP1 usilP1 wConnectSuces| *ConnectedSucce
*db50L_data”. sfully s s5Tully
usilPZ —usilp2 *dbSQL_data”.
*dbsOL_data”. wConnTestol — ¥ConnTestOk
usilP3 —usilP3 *dbSQL_data”.
*db50L_data”. *LoginFailed F— *LoginFailed
usiP4 —usilP4 ExecuteSQLErr| “dbSQL_data”.
*dbsOL_data”. orf—i *ExecuteSQLError
uiPort i
_ s *dbsqL_data”.
2 = uilD_CONMN «CommandExe| *CommandExecut
1515 —{tTimeout cutedoi f—ed0K
"dbSQL_data”. "dbsSQL_data”.
sActivationNumb e activationhum  WRowDoneCnt|— WwRowDoneCnt
Er—{ber *dbsQL_data”.
dwError
64 dweError
*Local~PROFINET_ "dbsQL_data".
interface_1’ interfacelD sErrorMessage [— SError
"dbsQL_data". "dbsQL_data".
xConnectSQL — yConnectsQL sStatus [— F3tatus
"dbSQL_data”.  |xDisconnectsQ sLicenseValid = #xLicensevalid
xDisconnectSQL — L DOME — #DONE
*dbsQL_data”. BUSY =1 #BUSY
xExecuteSQL —xFxecuteSQL ERROR[— #ERRCR
"db5QL_data”. sVWersion #sWersion
xTryCenn — . TnConnsQL
"dbsQL_data".
sqllogin —|sglLogin
"dbsQL_data".
query —|guery
"dbsQL_data".
stiqlResponse —{<t5glResponse

Figure 3.1: fbMsSQL call in OB1(for S7-1512)
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3.1 Example commands for SQL Server

3.1.1 tblTestPLC

In this table we have 6 collumns:
e Bools [bit]
e String [nvarchar(50)]
e ID [int]
e Real [float]
e Doublelnt [bigint]

/**xxxx*x This command is for db test *kkkxx/

USE [test]
GO

SET ANSI_NULLS ON
GO

SET QUOTED_IDENTIFIER ON
GO

CREATE TABLE [dbo]. [tblTestPLC] (
[Bools] [bit] NULL,

[String] [nvarchar](50) NULL,
[ID] [int] NULL,

[Real] [float] NULL,

[DoubleInt] [bigint] NULL

) ON [PRIMARY]

GO

Figure 3.2: Create tblTestPLC

SELECT [Bools]
, [String]
, [ID]
, [Reall
, [DoubleInt]
FROM [test]. [dbo]. [tblTestPLC]

Figure 3.3: SELECT from tblTestPLC

Table 3.1: Example of values, which you can add to your tblTestPLC table

[rows] | Bools String ID | Real | Doublelnt
1 0 Test 12 456 13.2 445568
2 1 Hello youtube | 78964 | 0.4 44556

12



3.2 Installation of Microsoft SQL Server

How to install Microsoft SQL Server is shown on this video: https://www.youtube.com/watch?v=

QFyetK805bo
In subsections below are shown necessary steps which has to be done on SQL Server side to be accessible
from PLC.

3.2.1 Enable SQL authentication

Microsoft SQL Server Management Studio

al9o-o-E-53 = » £} -l 6] -

Connect to Server

Microsoft SQL Server 2014

Database Engine

EPORT SERVER\S0LBPRESS) v
. v

Connect to your database with Microsoft SQL Management Studio. You will login with Windows
authentication.

Object Explarer > X
Connect~ 3 3d m g;

L2000 - REPO

= Ca [ Connect..

# [ f Disconnect
q

# Reqister..,

= 3 F

= at Mew Query
Activity Monitor
Start
Stop
Pause
Resume
Restart
Palicies 3

Facets

Start PowrerShell

Reports 3

Properties

13
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After successful connection to
Properties.

the SQL Server. Right click

on the SQL server icon and choose

|

Selectapage
5 General
2 Memory
= Pravessars
& |

2 Connections

47 Database Settings
A Advanced

(& Pemissions

Connection

Server,
REFORT-SERVER\SULEXPRES

Connection:
REPORT-SERWERKkrajcart

3 View connention properties

Progress

Fready

Server Properties - REPORT-SERVER\SQLEXPRESS
5 seipt v [ Help

Server authenfication

Windows Authentication mode

(@ SOL Server an: % Buthentication mode

Login audiing
© None
Failed lngins only

Sucoessful lngins orly

() Both falled and successful lagins

Server proxy account
[ Enable server prow account

Oplions

[] Enable C2 audt tacing

[ Cross database ownership chaining

BEEs

In Server Properties choose page Security, and choose SQL Server and Windows Authentica-

tion mode.

14



3.2.2 Create database

= LB REPORT-SERVERNVEOLEXPRESS (S0L Server 12.0.2000 - F

|

- [ Secur Mews Database..,
= 3 L Attach..,
- EE Restore Database...

Now we need to create test database. Right click on tab Database, a choose New Database.

a New Database HE
Select apage C 3
Soipt = (4 Hel
B General Seowt - [rep
47 Dptions
12 Filegroups Database name: test ) |
Ouwner. <aelaulty ‘ D
Database files:
LogicalName  File Type  Filegroup Iritial Size (MB)  Atogrowth / Massize
test ROWS.. FRIMARY |

{5 { By 1 MB. Unlimited
test_log L0G

Nt Applicable By 10 percert, Unlimited

Connection
Server,
REPORT-SERYERYSHLEXPRES

Connection;
REFPORT-SERYERkrajcar:

] View comnection properties

Add

In this window we will set only Database name: in our case name will be test and press OK.

3.2.3 Create new user

1 |4 REPORT-SERVERNSOLEXPRESS (SQL Server 12.0.2000 -
¥ [ Databases

= [ Security
7 L
+
F J O
% [ Serve Start Powershell
+ [ Repli

H [ Man; Reports

Refresh

Right click on tab Security and click on New Login.

15



& Lagin - New == -

Selectapage -
. 5 seipt - I Hel
B General st - e

& Sewer Rokes

& User Mapping e el —
& Secuiables

A Status Windows autheniication

(®) SOL Server authenticatior

Password:

Confitm passwerd

[] Erforce password policy

Mapped to cerficats

7 Mapped to asymmetic key
Connection [ Map to Credential

Server. Mapped Credentials Credertial Provider
REPORT-SERVER\SOLEXPRES
Connection

REPORT-SERVER rajcart

29 View connection propetties

Progress

Fieady

Default database: [rest v

3
J v]

Defaul anguage: [l

In this window we will fill these columns:

e Login name - name of new user

e SQL Server authentication - and set password
e uncheck Enforce password policy

e Default database - our case db test

= Login - New
Selectapage "
5 seipt = [ He
2 General oot~ [Hep
Users mapped to this Ingir:
= fmels Map  Database User Diefauit Schema ~
Stalus O el
]
[ medb
[ CE—
] ReporServer
[]  FReponServarTempDB =
=T
plellser =
Database role membership for test
Connection

[ db_aceessadmin

Server
REPORT-SERVER\SULEXPRE;

Connection: db_datawriter
REPORT i

db_denydataread:
7 View conneetion properties % iy i

(] db_owner

Progress o ritpadmin
¥ public
Fleady <

Another tab is User Mapping. In this tab we will set permissions for this user. We will map our
database test. And for this database we will set these permissions:

o db_datareader - allows to read data from tables
o db_datawriter - allows to write data into tables

e public - this one is set by default

16



3.2.4 Create new table

PR
File Edit ‘Wiew Projec Window  Help
il S BRE 4 LAl -

Object Explorer
Connect~ 33 3 o 7 ]
= [ﬁ REPORT-SERVERNSQLEXPRESS (SOL Server 12.0.2000 - REPORT-SERVER krajcart

= [ Databases
+ [ System Databases
=

u

u

| ReportServer

goerverTempDB

F @ E

P s Diagrams
= [ Tables
+ [ Systern Tables
+ [ FileTables
+ [ Yiews
+ [ Synonyrms
+ [ Programmability
+ [ Service Broker
+ [ Storage
+ [ Security
=
3 Security
[ Serser Objects
3 Replication
3 Managernent

+ [ [+ [E

Left click on our database test in tab Databases and then choose New Query.

S0LOuery7sgl - REP.LRVER krajcart (340)% ¢ _

J**¥***% This command is for db test *¥****/
USE [test]

@0

SET ANSI_NULLS ON

GO

SET QUOTED_IDENTIFIER ON

@0

[Bools] [bit] muLL,
[5tring] [nvarchar](5e) NULL
[ID] [int] mULL,

[Real] [float] MULL,
[DoubleInt] [bigint] NULL

) ON [PRIMARY]

&0l

100 % = «

_'_‘] Meszages

Command(s) completed successfully.

Into the new window we will insert code from figure: 3.4. And after press F5 to execute command.
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/***xxx*x This command is for db test *kk*x*xx/

USE [test]
GO

SET ANSI_NULLS ON
GO

SET QUOTED_IDENTIFIER ON
GO

CREATE TABLE [dbo]. [tblTestPLC] (
[Bools] [bit] NULL,

[String] [nvarchar](50) NULL,
[(ID] [int] NULL,

[Real] [float] NULL,

[DoubleInt] [bigint] NULL

) ON [PRIMARY]

GO

Figure 3.4: Create tblTestPLC

3.2.5 Test connection to the database with new user

Connect=

+

+

First thing is to disconnect from the database.

Object Explarer

>

- [B FEFOR woiwcRYSCILEXPRESS (S0L Server
¥ 1 Databases
+ [ Security
+ [ Zereer Objects

[ Replication

[ Managerment

T (2]

18



a Connect to Server

Microsoft SQL Server 2014

Server type: | Database Engine

Server name: REPORT-SERVERSOLEXPRESS

Authentication; ‘ SOL Server Authentication

Lagin:

Password:

Cancel | | Help | | Options >> |

In the login screen we will change Windows authentication to SQL Server Authentication,
and fill Login and Password of our new user.

= | test

# [ Database Diagrams
= 1 Tables

# [ Systern Tables

+ [ FileTables

o jw
5 £ Views Tahble...
+ [ Synomym Design
+ [ Programr Select Top 1000 Rows
13 Senvice B 100 200 Rows
+ [ Storage

Cevimt Tahla ar .

Next step is to try if permission which we set earlier to our user. So in tab Databases -> Test ->
Tables -> tblTest PL.C right click and choose Edit Top 200 Rows. And this command will open window
where we can modify data in our table.

REPORT-SERVERNSQL .- dboitblTestPLC > g j
Boals String D Real Doublelnt

False Test12 456 13.2 445568
- True @ Hello youtube € 78984 9 04 O 2554
* MULL MULL NULL MNULL MULL

In table 3.2 are shown sample data which you can put into this table.

Table 3.2: Example of values, which you can add to your tblTestPLC table

[rows] | Bools String ID | Real | Doublelnt
1 0 Test 12 456 13.2 445568
2 1 Hello youtube | 78964 | 0.4 44556

19



SOLQueryBsgl - REP.. test {plcUser (523)% 3¢ _

—|SELECT [Bools]
,[string]
.[10]
,[Real]
,[DoubleInt]
FROM [test].[dbo].[tb1lTestPLC]

0% - <
[ Results 3 Messages
| String D Feal Doublelnt
LS Test12 456 132 445568
2 1 Helloyoutube 78364 0.4 44556

Last step is to try which data are in the table. Example of Select command is here: 3.2.

20



3.2.6 Setup firewall permission for SQL Server

= Run .

=== Type the name of a program, folder, document, or Internet
resource, and Windows will open it foryou,

Open: | v|

| oK | | Cancel | | Browese... |

Open Windows Firewall with Advanced Security. Open Run and insert command wf.msc

- o x
Actions
|
|
i NewRule.
>
T fiterby State ,
T fiterby Group v
View v
€ Autald Networ @ Refresn |
© AutolD Networ or dvte || 2 Eponlis
auaN B e
O Blckser

@ BlackBerry Link Peer Manager
© BlackBerry Link Peer Manager
© Blackery Link Peer Mansger
@ Borjour Senice

@ Bonjour Senice

@ Bonjour Senice

@ Bonjour Senice
©BOOTP/DHCP Server
(BOOTR/DHCP Server

© BOOTP/DHCP Server

© B0OTP/DHCP Server

@ boctpserveraxe

@ boctprenveraxe

© bootpsenver.ee

@ CodeMeterFWE
@ copesvs wblic v

On left side choose Inbound Rules by left click. This will open list with all Inbound rules set for
your PC. On right side choose New Rule.

@ New Inbound Rule Wizard X

Rule Type
Select the type of firewall e to create.
Steps:

@ Rule Type Vilhat type of rle would you like to create?
@ Protocol and Pots

Action O Program

*
@ Profie Rue that cortrols connections for a program!
@ Name @® Port

Ruie that controls connections for a TCP or UDP port
O Predefined:

Alloyn Router

Rule that controls connections for a Windows experience.

() Custom
Custom e

< Back Next > Cancel

This wizard will help us to set correct firewall rule for our PC. First we have to choose Port and
press Next.
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@ Mew Inbound Rule Wizard

Protocol and Ports
Specty the protocols and ports to which this nule applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?
 Protocol and Ports @ TCP

@ Action O upp

@ Profile

@ Name

Doesthis rule apply to all local ports or specfic local ports?

O Alllocal ports

@ Specific local ports: 1433 Y
mple: . 443, 50005010

<Back Next > Cancel

Here we will specify on which port is our SQL server running, default port is 1433. It’s adjustable
in settings of SQL Server.

@ New Inbound Rule Wizard X
Action
Specy the action to be taken when a connection matches the conditions specified in the nule.
Steps:
o RueType What action should be taken when a connection matches the specfied conditions?
@ Protocol and Ports
(@ Allow the connecti
) Thisincludes connections hat are protected with [Psec as wel as those are not
@ Profile
O Allow the connection i It Is secure
@ Name
This includes only that have been by using IPsec. Connact |
will be secured using the settings in |Psec properties and mules in the Connection Securty
Rule node ‘
|
|
() Block the connection
Just choose Allow the connection and press Next.
X

B Mew Inbound Rule Wizard
Name

Specfythe name and descrition of this ule.

Steps:
Fule Type
Frotocol and Ports

®

®

@ Action h

@ Frofie e

. [sQLPort 1433 enabie]
S—

Name
Descr

=
<Back Finish Cancel

Insert name of the firewall rule and press Next.
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@ New Inbound Rule Wizard e

Profile
Speciy the profiles for which this rule applies

Steps:
@ RueType Vhen does this nule apply?
@ Protocol and Ports
@ Action Domain
e fopiies when a computer is comnected to fts comorate domain
@ Name Private
Applies when a computer is connected to a private network location. such as a home £
orwork place. t
Public <
<

Applies when a computer is connected to a public network location.

p—
<Back Next > Cancel

In this last windows we will choose for which types of zones will be rule applied.
Note: this is just basic example for enable firewall!!
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3.2.7 SQL Server configuration

=1 Run
=== Type the name of a pragram, folder, document, or Internet
resource, and Windows will open it forywou,
Open: | compmgmt.mscl vl

| Ok || Cancel || Browvse.., |

First thing is to open Computer management. Easiest way how to do that is to open Run: insert
command compmgmt.msc

Enabled
Enabled
Enzbled
Enabled

& Computer Management (Local) Name
PR System Taals % Shared Memory 1
b () Task Scheduler STCRP 2
b ] Event Viewer Y Narmed Pipes 3
b @ Shared Folders
b @8 Local Users and Graups
b () Performance
) Device Manager
4 3 Storage
b 4l Windows Server Backup
=9 Disk Management
4 s Services and Applications
b W) Internet Information Services (IS Manager
b [@ Routing and Rernate Access
“, Semvices
& W Control
4 {8 3QL Server Configuration Manager
B SOL Server Services
4. SOL Server Netwark Confiquration (32bit)
4 2 S0L Native Cliegt 11.0 Configuration (32hbit)

4§ S0L Server Netwaork Confiquration
B~ Protocals for SOLEXPRESS

a2 301 Native Client 11.0 Configuration
B Client Pratocols

8 Aliases

On left side choose Services and Applications -> SQL Server Configuration Manager -> SQL Native
Client 11.0 Configuration -> Client Protocols. All 3 protocols has to be Enabled.
Note: SQL Native Client 11.0 Configuration naming is different in every version of SQL Server
and also version(32 or 64 bits)!!
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Protocol

B General
Default Port
Enabled
Keep Alive
Keep Alive Intersal

Default Port
Default port an which connection will be made

| oK | | Cancel | | Apply | | Help

By right click on TCP/IP you can edit Properties:
e Default Port - port on which will be your SQL server reachable across network

e Enabled - Enabling of TCP/IP protocol
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& Computer Management (Local) Protocol Mame
a {f} System Toals ™ Shared Memary

I @ Task Scheduler W~ Marned Pipes
b 2] Event Viewer

b @] Shared Folders
b & Local Users and Groups
3 '@ Performance

tatus
Enabled
Enabled

5 Device Manager
4 5 Storage
b 1’&; Windows Server Backup
=f Disk Management
4 :_T() Services and &pplications
[ H} Internet Information Services (15) Manager
[ @ Routing and Remote Access
L, Services
5 Wl Control
4 [gf SQL Server Configuration Manager
5 50L Server Services
E S0L Server Metwork Configuration (32bit)
Pl @ S0L Mative Client 11.0 Configuration (32bit)
B Client Protocals

«% Aliases

Protocols for SQOLEXPRES:

Client Pratocols

«% Aliases

Another settings will be made in SQL Server Network Configuration. Click on Protocols for SQL-
EXPRESS. Also all 3 protocols has to be Enabled. We need to check if port is set correctly right click
on TCP/IP and choose tab IP Addresses.

TCPAP Properties [z |
IP Addresses
TP Dynamic Ports Q ~
TCP Port
B rs
Adtie Yes
Enabled Yes
IP Address 127.0.01
TCP Dynarnic Ports
TCP Port 1433
B po
Active Yes
Enabled Mo
IP Address fedlnSefe:10.9.1.102%630
TP Dynamic Ports Q
TCP Port
B pan =
TCP Dynamic Parts
TCP Port &
W
Active
Indicates whether the selected IP Address is active.
| Ok | | Cancel | Apply

Here is set the default port for SQL Server and also all IP addresses for connection to the SQL
Server. And click yes to parameter Enabled on each IP address which you want to have active for SQL.
We activated 127.0.0.1(localhost). So for your ip 192.168.1.1 you have to scroll up and find the right
interface.
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& Cornputer Management (Local) Mame Order Enabled

4 {f} System Tools % Shared Memory 1 Enabled
b (D) Task Scheduler FTCRAP H Enabled
b @ Event Viewer % Mamed Pipes 3 Enabled
b Gl Shared Folders

b @ Local Users and Groups
p () Performance
2} Device Manager
4 8 storage
b 4l Windows Server Backup
1= Disk Managemnent
4 T Services and Applications

1 WY Internet Information Services (IIS) Manager
b £ Routing and Remote Access
L, Services
5 WM Contral
4 [§ SOL Server Configuration Manager
5 SaL Server Services
§ 50L Server Network Configuration (32bit)
4 B 500 Native Client 1.0 Configuration (32bit)
&, Client Protocols
B Aliases
4§ 5L Server Metwork Configuration
B Protacals for SOLEXPRESS

0 Canfiguration

In case you have 64 bit SQL Server you have to also Enable Protocols in 64 bits client.

& Computer Management (Locah
4 1} System Tools
b (D) Task Schadler

Stte StartMode Log On e Proces D

Service Type.
E

T Seril 20

b @] Bvent Viewer Sp Automatic N Service\ReportS.. 1300 Report Server
b ] Shored Flders Pause Other @oot, S, NTAUTHORITVINE.. 0 sa Agert

b 8 Local Users s roups oL et

b © Pefomance

Other @oot Se..  NTAUTHORITALO... 0
A Desice Minager
4 2 Songe
b 1 Window: Sever Backup e
22 Disk Minagement
4 B Sevees and Applctions
W Inernet forrtion e (19 Mansger
b B Routing and Remote Access

Mansger

onfiguration (12610
2 3 5L Nativ Clent 110 Confgurstion (1261)
2, ClientProtocais
e
4 . 50U SererNeswork Configuraton
- Protocols for SLDPRESS
4 SO Nstiv Clent 110 Configuratin
2, ClientPrtocals

2 e

All these changes requires restart of SQL Server.
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Chapter 4

Change Log

V 1.0.0.0

e Released

V 1.2.0.0

e UPDATE - Updated library to TIA V14 SP1.
e UPDATE - Performance improvement.
e BUG - Check string for null value.

V 1.2.1.0

e BUG - Check string for length O.

V 1.2.2.0

e BUG - Reading errors from Server.
e UPDATE - Updated library to TIA V13 SP2.

V 1.3.0.0

e UPDATE - Modified library to work without external datablock for memory movement(DINT,STRING),
optimized performance and created TIA Global library.

V 1.3.1.0

e UPDATE - Modified library to work without external datablock for memory movement for REAL
datatype.

V 1.3.2.0

e UPDATE - Length of bytes readed from SQL for one row was increased from 50 bytes to 300
bytes.
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V 1.4.4.0

e UPDATE - Add variable interfacelD, which allows to set which interface will be used for MsSQL
Library connection.

e UPDATE - Changed structure stQuery. Now you it possible to send query to database through
asQuery : Array|[0..9] of String.

e UPDATE - In/Out Variables xConnectSQL, xExecuteSQL, xDisconnectSQL reacts on Rising
Edge of this signal.

e BUG - dwError and sError will show error after unsuccesfull Connection.

V 1.4.11.0

e UPDATE - Add variables DONE, BUSY, ERROR.
e UPDATE - Add function fcGetDATETIME.
e BUG - sError show message in correct step call.

e UPDATE - Library for S7-1200 temporarily disabled.

V 1.4.12.0

e BUG - Wrongly interpreted new row Token.
e BUG - Wrongly readed token about finished procedure inside of readed data.
e UPDATE - Added sVersion on output.

e UPDATE - Library for S7-1200 is now enabled but without demo, due missing system function
in S7-1200.

V 1.5.0.0

e UPDATE - Refactoring of whole library, delete unused variables and improve performance.

V 1.5.1.0

e UPDATE - Library disconnects from SQL when connection is lost.

e UPDATE - Convert function for DINT, REAL was updated for S7-1200 to show error 16#07
when it’s 8 byte variable which PLC cannot handle.

e UPDATE - Convert function for STRING is updated to shorten string, if it’s longer than 255
bytes.

V 1.5.2.0

e UPDATE - Library has now implemented skiping tokens TABNAME and COLINFO. This feature
is neccesary for some advanced stored procedures.

V 1.5.3.0

e UPDATE - Added skiping not-implemented TOKENS (RETURN_STATUS, DONEPROC, DONEIN-
PROC) from SQL Server.
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